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that 60 days after receipt of the notifi-
cation of the decision. 

(f) The DRC shall determine the ap-
peals of the components’ mandatory 
declassification review decisions with-
in 60 days after receipt of the appeal, or 
notify the requester why additional 
time is needed. In making its deter-
minations concerning requests for de-
classification of classified information, 
the DRC, for administrative purposes, 
shall impose the burden of proof on the 
originating component to show that 
continued classification is warranted. 
The DRC shall provide the requester 
with a written statement of reasons for 
its decisions. 

(g) If the individual requesting re-
view of a classification is not satisfied 
with the DRC’s decision, he or she may 
appeal to the ISCAP pursuant to sec-
tion 5.4 of Executive Order 12958 and 
rules issued by the ISCAP pursuant to 
that section. 

§ 17.32 Notification of classification 
changes. 

All known holders of information af-
fected by unscheduled classification 
changes actions shall be notified 
promptly of such changes by the origi-
nal classifier or the authority making 
the change in classification. 

Subpart C—Access to Classified 
Information 

§ 17.41 Access to classified informa-
tion. 

(a) No person may be given access to 
classified information or material 
originated by, in the custody, or under 
the control of the Department, unless 
the person— 

(1) Has been determined to be eligible 
for access in accordance with sections 
3.1–3.3 of Executive Order 12968; 

(2) Has a demonstrated need-to-know; 
and 

(3) Has signed an approved nondisclo-
sure agreement. 

(b) Eligibility for access to classified 
information is limited to United States 
citizens for whom an appropriate inves-
tigation of their personal and profes-
sional history affirmatively indicated 
loyalty to the United States, strength 
of character, trustworthiness, honesty, 
reliability, discretion, and sound judg-

ment, as well as freedom from con-
flicting allegiances and potential for 
coercion, and willingness and ability to 
abide by regulations governing the use, 
handling, and protection of classified 
information. A determination of eligi-
bility for access to classified informa-
tion is a discretionary security deci-
sion based on judgments by appro-
priately trained adjudicative per-
sonnel. Eligibility shall be granted 
only where facts and circumstances in-
dicate access to classified information 
is clearly consistent with the national 
security interests of the United States 
and any doubt shall be resolved in 
favor of the national security. Sections 
2.6 and 3.3 of Executive Order 12968 pro-
vide only limited exceptions to these 
requirements. 

(c) The Department of Justice does 
not discriminate on the basis of race, 
color, religion, sex, national origin, 
disability, or sexual orientation in 
granting access to classified informa-
tion. However, the Department may in-
vestigate and consider any matter that 
relates to the determination of wheth-
er access is clearly consistent with the 
interests of national security. No nega-
tive inferences concerning the stand-
ards for access may be raised solely on 
the basis of the sexual orientation of 
the employee or mental health coun-
seling. 

(d) An employee granted access to 
classified information may be inves-
tigated at any time to ascertain wheth-
er he or she continues to meet the re-
quirements for access. 

(e) An employee granted access to 
classified information shall provide to 
the Department written consent per-
mitting access by an authorized inves-
tigative agency, for such time as access 
to classified information is maintained 
and for a period of three years there-
after, to: 

(1) Financial records maintained by a 
financial institution as defined in 31 
U.S.C. 5312(a) or by a holding company 
as defined in 12 U.S.C. 3401; 

(2) Consumer reports under the Fair 
Credit Reporting Act (15 U.S.C. 1681 et 
seq.); and 

(3) Records maintained by commer-
cial entities within the United States 
pertaining to any travel by the em-
ployee outside the United States. 
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